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What are the top three threats to IP security?
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Is the security of intellectual property really a problem?
• Let’s look at the numbers:

– An enterprise with 125,000 email accounts:

• Creates  1.5 million emails per day

• Storage of the messages amounts to 90 gigabytes per day

• Average 60,000 bytes per email

• 70,000 laptop computers, 40 gigabytes of information each + USB

• 20,000 cell/PDA, 1 gigabyte of information each

– Tom’s business email account

• Creates and sends an average of 33 emails per day

• Average 217,000 bytes per sent email (attachments-ppt, vsd)

• Receives an average of 148 emails per day

• Average 152,000 bytes per received email

• Average 7 emails sent outside the enterprise per day 

– Google original indexing goals were built on the premise:

• 250 M US citizens each create 10,000 bytes of information per day
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Is the security of intellectual property really a problem?
• Let’s look at society’s tenets:

– An ever-increasing need for more and more relevant information

– A growing need to quantify uncertainty with greater precision

– Technology will be used to amplify cultural components

– What makes us smarter than machines is; our ability to adapt

• Let’s look at trend data-points (67 tracked):
– Always connected information explosion

– The need-to-share trumps need-to-know, even in the military

– Belief that data content should be free 

– New economic model of fast, flexible, open, and productive 

– Cost of collaboration is decreasing

– Bandwidth increasing, with less unit information cost

– Freedom of work movement expanding

– The size, power and demands of the N-generation growing

– Decreasing employee and employer loyalty
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Intellectual Property Defined
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Intellectual Property Key Terms

• Invention = Conception of an idea + reduction to practice
– Reduction to practice may be actual or constructive

• Clear description of how to do something (instructions and drawings)
• Prototype or production not required

– The U.S. is still a “first-to-invent” country; most countries are “first-to-file” 
• Patent ≈ Utility Patent for the enterprise

– A utility patent is the legal right to exclude others from making, using, selling, 
importing, or marketing an invention

• Required to register it with government (s); others can apply to license it.
• Granted in exchange for full public disclosure
• The patent application (specification) must enable a person skilled in the art to 

make and use the claimed invention “without undue experimentation.”
• Utility patents last up to 20 years from the date of filing

• Trade Secret = Advantaged formula, pattern, device, or information
– Best known example : Coca-Cola formula
– To have trade secret status, a business must 

• Prove that it adds value
• Take reasonable measures to safeguard the secret

– The extent of the protection is the extent the secret is maintained
– A trade secret can be legally discovered by reverse engineering or independent 

invention.
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IP Disclosure/Protection Continuum
Disclosure 

Legally 
Prohibited

Certain levels of 
protection are 
required, e.g.,

• Trade secrets

• NDAs

Disclosure 
Legally 

Required

Certain levels of 
disclosure are 
required, e.g.,

• Patent 
specifications

• Certain earnings 
forecasts

Disclosure Legally
Permissible

IP disclosure is neither required nor 
prohibited.

• Disclosure of IP can have positive or 
negative ramifications

• Risks/benefits must be evaluated

• Guidelines must focus on net value
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IP Disclosure / Protection Continuum

Level of Disclosure
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Inventor

• Is trained to recognize potential IP

• Creates documents with potential 
embedded IP

• Complies with requirements for 
saving documents in enterprise 
repository

• Automatic indexing

IP Management Organization

• Defines IP Policies

• Defines & maintains business & 
technical ontology & keywords for 
IP documents

• Routinely scans repository and 
communications for documents 
with IP identifiers

• Marks IP documents as classified
• Standard text marker, watermark, 

& metadata

• Communicates & enforces IP 
policies

• Automatic audit trails
• Embedded Universally Unique 

Identifiers or MAC addresses

• Dissemination policies enforced 
through email interception and 
repository access interception

Intellectual Property Responsibilities
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Digital Loss Prevention Tools



11 /  May 2009  /
Secure Intellectual Property Management

Digital Loss Prevention Tools
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Future Implementation Architecture

IP Document

1. Intellectual 
Property

2. IP 
Classification 
Text Marker

3. IP classification 
watermark

4. UUID + MAC
Enterprise
SharePoint
Documents

IP
Policies

IP Identifier 
Domain & 
Ontology 
Keywords

IP Manager

Public Enterprise 
Employee

Enterprise 
Partner
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What are the top three threats to IP security?
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Is the security of intellectual property really a problem?

• Intellectual Property (intangible assets) should be protected, 
managed, and leveraged with the same diligence as tangible 
business assets

– To prevent the unauthorized use of inventions by others

– To provide incentives  for employees to produce scientific and 
creative works that benefit society and the enterprise , by 
allowing them to profit from ideas that are reduced to practice

– To defend against claims of infringement with a IP portfolio

• Clear policies, processes, and responsibilities for IP 
management must be established—and enforced

Yes

Thank you- Questions?
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