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Moti vation

A groupof carthieveswhocoordinatetheir actionsusing
disposableprepaidcell phones.
A groupof crackerswhoattackcomputersystemsusing
differentIP addresses.
A groupof individualswhocontinuallychangetheirmailing
addresses.
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ProblemDe�nition

agents
nodes

Unknown and dynamic mapping between agents and nodes

Monitored messages

Unobservable Real World Network Observable Communication Network

TrackingHiddenGroups— S.S.Chawathe– p.3/28



Terminology

Network: thecommunicationnetwork beingmonitored.
Node: acommunicationdevice thatis identi�able by the
network.

Phonenumbersin telephonenetworks.
IP addressesin computernetworks.
Postaladdressin physicalmail network.

Agent: anentity thatis to betracked.
Usenodesto communicate.
Not directly identi�able.
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StreamingData

Call completionrecords,TCP/IPsessions,...
High volume:cannotsimplystoreeverythingandusestatic
methods.
Eachdataitemseenonce.
Ordercontrolledby sourceof data.
Recentwork: aggregates,orderstatistics,clustering,...
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SystemAr chitecture

Storage

Analysis
Offline

Analysis
Online 

Visual
Exploration

tuning

alerts

mining

Newswires, memos, etc.
Network Monitoring

Data (edge stream)
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DetectingFrequentPatterns

Find frequently-occurringsubstructuresin graphstructured
data.
GivenagraphG, �nd graphsS (substructures) suchthatG
containsat leastN distinctsubgraphsG0thatareisomorphicto
S.
Alt.: : : : Find theK mostfrequentsubstructures.
Trade-off betweensizeandfrequency of substructure.

Single-nodegraphoccursvery frequently;not veryuseful.
User-controlledparameterservesasinput (slider).
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Structur esand Instances
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A Hard Problem

Naive solution:
Enumerateall substructures.
Countthenumberof occurrencesof each.
Returnthosewith at leastN occurrences(or top-K ).

Canwedobetter?
In theory, notmuch;relatedto hardproblems:

Subgraphisomorphism.
Findsupportof themostfrequentk-vertex structure.
� Existenceof ak-vertex cliquein ann-vertex graph.

In practice,sure!
Goodexpectedcaseperformance.
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The SEuSSolution

Phase1: Summarization: Generateasummarystructurethat
conciselycapturesregularity in data.

Similar to dataguides, XSketches, etc.
Singlesequentialscanof database.

Phase2: CandidateGeneration: Usesummaryto weedout
structuresthatcannotbefrequent.

Real-timefeedbackbasedonslider: dataexploration.
Conservativepruningof searchspace.

Phase3: SupportCounting: Generateaccuratecountsof
selectedsubstructures.

Add edgesto currentsetof substructures(growing); prune
away low frequency graphs.
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SEuSin Action
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Summary Graph
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SystemAr chitecture
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Visual Data Exploration

Traditionalview: Schemacomes�rst andis usedto browseand
querythedatabaseinstance.
Semistructureddatabaseview: Datacomes�rst; schemais
inferredfrom data,andcontinuallychanges.
Two systemsbasedonsummarization:

VQBD: dataguides,zoominggraphicalinterface.
FuzzyTree:tree-structureddata,directory-treeinterface.
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ReadingXML

<?xml version="1.0"?>
<root>
<PLAY>
<TITLE>The Tragedy of Hamlet, Prince of Denmark</TITLE>
<FM>
<P>ASCII text placed in the public domain by Moby Lexical Tools, 1992.</P>
<P>SGMLmarkup by Jon Bosak, 1992-1994.</P>
<P>XML version by Jon Bosak, 1996-1999.</P>
</FM>
<PERSONAE>
<TITLE>Dramatis Personae</TITLE>
<PERSONA>CLAUDIUS,king of Denmark. </PERSONA>
<PERSONA>HAMLET,son to the late, and nephew to the present king.</PERSONA>
<PERSONA>POLONIUS,lord chamberlain. </PERSONA>
<PERSONA>HORATIO,friend to Hamlet.</PERSONA>
<PERSONA>LAERTES,son to Polonius.</PERSONA>
<PERSONA>LUCIANUS,nephew to the king.</PERSONA>
<PGROUP>
<PERSONA>VOLTIMAND</PERSONA>
<PERSONA>CORNELIUS</PERSONA>
<PERSONA>ROSENCRANTZ</PERSONA>
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VQBD Data�o w
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TrackingHiddenGroups— S.S.Chawathe– p.17/28



Summary View
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DetailsView
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Zooming
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FuzzyTree

TrackingHiddenGroups— S.S.Chawathe– p.21/28



SelectiveDisplay in FuzzyTree

Eachtreenode(XML element)is assignedascore.
N (slider)highest-scoringnodesdisplayed.

Scorehastwo components:
Inherentimportanceof thenode(subtreeisomorphism).
Userfeedback(GUI interactions).

Ef�cient implementation:
O(n logn) preprocessing(n is # of elements).
O(u) response(u is userinput)
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StreamingXML and XPath

W3C standard:XPath,XQuery, XSLT
Locationpath:asequenceof locationsteps.
//pub[year=2003]  //book[@id]   //author  /text{}

location step location step location step output

Locationstep:axis,nodetest,predicate(optional)
// pub [year=2003]
# # #

axis nodetest predicate

TrackingHiddenGroups— S.S.Chawathe– p.24/28



StreamingXPath Evaluation

Unpredictablesequenceof arriving dataitems.
Potentialresultitemsmayarrivebeforetheirpredicatedata.
Predicatesusuallynot falsi�ed until endof element.

Example:book[price<11]/name

<book>  <price>  10  </price> <name>  First   </name>  </book>

<book>  <price>  12  </price> <name>  First   </name>  </book>

<book>  <name>  First  </name> <price>   10  </price>  </book>

streaming
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XSQ: A StreamingXPath Engine
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WindowedSubgraphSimilarity

Matchnodesin new andold versionsof acall graph.

New noden0matchesold noden if n0communicateswith all
thepartnersof n (underthemapping).
Disregardnodesolderthanagivenversion.
Problem:Graphstoobig; changetoo frequently
Basicidea:Dynamicallymaintainacompressedstoreof node
neighborhoods.Lossycompressionintroducesfalsepositives.
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Conclusion

Problemof trackingagentsusingnodes.
Architecture:of�ine andonlineanalysis,visualexploration,
streamingdata.
Modules:

SEuS:Findingfrequentsubstructures.
VQBD andFuzzyTree:Exploringdatainteractively
(zooming,tree).
XSQ:QueryingstreamingXML datausingXPath.

All freelyavailable(GNU GPL)
http://www.cs.umd.edu/projects/{seus,vqbd,xsq}/
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