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Mot vation

= A groupof carthieveswho coordinategheir actionsusing
disposablerepaidcell phones.

= A groupof craclkerswho attackcomputersystemsising
differentlP addresses.

= A groupof individualswho continuallychangeheir mailing
addresses.



Problem De nition

Monitored messages

Unknown and dynamic mei“'pping between agents and nodes



Terminology

= Network thecommunicatiometwork beingmonitored.

= Node acommunicatiordevice thatis identi able by the
network.

Phonenumbergan telephonenetworks.

P addressem computemetworks.

Postaladdressn physicalmail network.

= Agent anentity thatis to betracked.
Usenodesto communicate.
Not directly identi able.




Streaming Data

= Call completionrecords,TCP/IPsessions,..

= High volume: cannotsimply storeeverythingandusestatic
methods.

= Eachdataitem seenonce.
= Ordercontrolledby sourceof data.
m Recentwork: aggre@ates,orderstatisticsclustering,...



SystemAr chitecture

Network Monitoring _
Data (edge stream) Newswires, memaos, et
tuning Visual <
¢ Exploration ;
| Online alerts | } Offline
Analysis Analysis
mining ﬁ

— Storage




Detecting FrequentPatterns

= Findfrequently-occurringubstructures graphstructured
data.

= GivenagraphG, nd graphsS (substructues suchthatG

containsat leastN distinctsubgraph$°thatareisomorphicto
S

m Alt.: ::: FindtheK mostfrequentsubstructures.

= Trade-of betweersizeandfrequeng of substructure.
Single-nodagraphoccursvery frequently;not very useful.
Usercontrolledparametesenesasinput (slider).
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Structur esand Instances
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A Hard Problem

= Naive solution:
Enumeratall substructures.
Countthenumberof occurrencesf each.
Returnthosewith atleastN occurrencesgor top-K ).

m Canwe do better?

In theory not much;relatedto hardproblems:
Subgraphsomorphism.
Find supportof the mostfrequentk-vertex structure.
Existenceof ak-vertex cliguein ann-vertex graph.

In practice sure!
Goodexpectedcaseperformance.



The SEuSSolution

= Phasél: SummarizationGenerate summarystructurethat
conciselycapturesegularity in data.

Similarto dataguides XSletdes etc.
Singlesequentiakcanof database.
= Phas&: CandidateGeneation. Usesummaryto weedout
structureghatcannotbefrequent.
Real-timefeedbackbasedn slider: dataexploration.
Consenrative pruningof searclspace.
= Phase3: SupportCounting Generateaccuratecountsof
selectedsubstructures.

Add edgedo currentsetof substructureggrowing); prune
away low frequeng graphs.




SEuSIn Action




Summary Graph
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Visual Data Exploration

= Traditionalview: Schemacomesrst andis usedto browseand
guerythe databasanstance.

= Semistructued databaseview: Datacomesrst; schemas
iInferredfrom data,andcontinuallychanges.
= Two systemdasedn summarization:
VQBD: dataguides,zoominggraphicalinterface.
FuzzyTree:tree-structurediata,directory-treanterface.




Reading XML

<?xml version="1.0"?>

<root>

<PLAY>

<TITLE>The Tragedy of Hamlet, Prince of Denmark</TITLE>

<FM>

<P>ASCIl text placed in the public domain by Moby Lexical Tools,
<P>SGMLmarkup by Jon Bosak, 1992-1994.</P>

<P>XML version by Jon Bosak, 1996-1999.</P>

</FM>

<PERSONAE>

<TITLE>Dramatis  Personae</TITLE>

<PERSONA>CLAUDIUSking of Denmark. </PERSONA>
<PERSONA>HAMLETson to the Ilate, and nephew to the present king
<PERSONA>POLONIUSJord chamberlain. </PERSONA>
<PERSONA>HORATIOfriend to Hamlet.</PERSONA>
<PERSONA>LAERTES,;son to Polonius.</PERSONA>



VQBD Dataow
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Summary View




Detalls View
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Fuzzylree




Selectve Display In FuzzyTree

= Eachtreenode(XML element)s assigneascore.
N (slider)highest-scoringnodesdisplayed.
= Scorehastwo components:
Inherentimportanceof the node(subtreasomorphism).

Userfeedbaclk{GUI interactions).

= Ef clent implementation:
O(nlogn) preprocessingn is # of elements).

O(u) responsgu Is userinput)
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Streaming XML and XPath

= W3C standardXPath, XQuery, XSLT

= Locationpath:asequencef locationsteps.
[/publyear=2003] //book|@id] //author /text{

location step location step location step output

= Locationstep:axis,nodetest,predicate(optional)
/] pub  [year=2003]
# # #
axis nodetest predicate



Streaming XPath Evaluation

= Unpredictablesequencef arriving dataitems.
= Potentialresultitemsmayarrive beforetheir predicatedata.

= Predicatesisuallynotfalsi ed until endof element.

Example:book[price<l1]/name

l streaming

\U

> 110 </price> </boc

<book> <namep First </name> <price

<book> <price> 10 </price><name> First </name> </bo(

<book> <price> 12 </price><name> First </name> </boc




XSQ: A Streaming XPath Engine




Windowed Subgraph Similarity

= Matchnodesn new andold versionsof a call graph.

= New noden®matcheold noden if n°®communicatesvith all
the partnersof n (underthe mapping).

= Disregardnodesolderthana givenversion.
= Problem:Graphsoo big; changeoo frequently

= Basicidea: Dynamicallymaintaina compressedtoreof node
neighborhoodsl.ossycompressiomtroducedalsepositves.




Conclusion

= Problemof trackingagentausingnodes.

= Architecture:of ine andonlineanalysisyisualexploration,
streaminglata.

= Modules:
SEuS:Findingfrequentsubstructures.

VOBD andFuzzyTree: Exploringdatainteractvely
(zooming,tree).
XSQ: QueryingstreamingKML datausingXPath.

= All freely available(GNU GPL)

http://www.cs.umd.edu/projects/{seus,vgbd,xsq}/
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